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ES|QL » 2 = Y — 4 —

i Heat map

FROM apache-1logs

| WHERE url.origina ‘/login’

| EVAL time_buckets = auto_bucket (@timestamp,
50, "2023-09-11T721:54:05.000Z2", "2023-09-
12T00:40:35.000Z2")

| STATS login_attempts = count(user.name) by

Columns I Sort fields

login_attempts ~ time_buckets v user.name

2023-09-11T21:55:00.000Z haag8418

time_buckets, user.name

2023-89-11T721:55:00.8002 gradyB8456
| SORT login_attempts desc

2023-09-11721:55:00.000Z
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from logs

I

T2 ERBE L
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@timestamp | bytes_in | bytes_out | client_ip | dest_ip | status
------------------------ et T s et
2817-11-18T21:15:54.8887Z |47 |388 |186.8.1.1 |172.27.1.129 | OK
2817-11-18T21:15:39.000Z | 29 |374 [16.0.1.1 [172.27.1.123  |OK
2817-11-168T21:15:39.6888Z |35 | 383 |18.8.1.1 |1172.27.1.113 | OK
2817-11-18T21:15:39.800Z |36 312 [16.8.1.1 [172.27.1.116  |OK
2017-11-168T21:15:408.888Z |35 | 344 |18.8.1.1 |172.27.1.149 | OK
2017-11-168T21:15:48.6886Z |31 | 583 |18.8.1.1 |172.27.1.122 | OK
2017-11-10T21:15:408.000Z | 35 |458 [10.0.1.7 |172.27.1.148  |OK
2817-11-168T21:15:41.888Z |35 | 281 |16.8.1.8 |null | OK




from logs
| where status !=

D’ S |
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@timestamp | bytes_in | bytes_out | client_ip | dest_ip | status

------------------------ T T
2017-11-10T720:29:25.000Z|32 |null [16.06.1.177 |172.20.10.1 |Error
2017-11-18T21:34:49.000Z |28 |null |null |27.58.6.2206 |Error
2017-11-10T720:33:06.000Z |28 |null |16.06.1.166 F172.27 1.1 |Error
2017-11-10720:06:49.000Z |30 |null [16.0.0.147 |96.128.199.24 |Error
2017-11-10T19:51:38.0080Z |28 |null |16.0.0.130 |203.131.98.151 |Error
2017-11-168T19:51:38.0080Z|28 |null |16.0.0.107 |172.20.10.8 |Error
2017-11-168T19:51:38.008082|28 |null |16.0.0.130 |203.131.98.151 |Error




from logs
| where status !=
stats ¢ = count() by dest_ip

.

sum, avg, min,
maxdfl, £ o
B A AR — b

c | dest_ip

____________ +________-______
|27.58.6.228
|98.128.199.24
[172.26.10.1
|172.20.16.8
[172.27.1.1
|203.131.98.151
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1| from logstash-* |
stats avg_bytes = avg(bytes) by geo.src |
eval avg_bytes_kb = round(avg_bytes/1024, 2) |
enrich geo-data on geo.src with country, continent
keep avg_bytes_kb, geo.src, country, continent

I S Q I @ U X Slines [ @timestamp detected
i ames = 0 27hits G Resetsearch

QU Search field

~ Selected fields 4
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" Observa bility from metrics* |

stats max_cpu = max(kubernetes.pod.cpu.usage.node.pct),
avg_mem = max(kubernetes.pod.memory.usage.bytes) by
kubernetes.pod.name |

sort max_cpu desc | limit 14

3 lines @timestamp detected

ES|QLIZE D% 4 7DF— 21Tk LT
*IJJEH m‘ﬁlé ! Columns T Sort fields

max_cpu

945872896

ES|QL

2220580864

® /s
® ARFNUv7o
® FL—X

1999900672

232585344
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Run query % + Enter

E %

kubernetes.pod.name

heartbeat-synthetics-
6c9497b68-pljxr

heartbeat-synthetics-
tokyo-5b9f74dd57-27hlv

relevance-workbench-app-
ui-f7cbd657c-dpd7d

elastic-agent-cxjv4

kafka-loadgen-deco-green-
5cfB8cc7988-pxcnp




L Security

FROM logs-*
| WHERE NOT CIDR_MATCH(destination.ip, "16.8.0.0/8", "172.16.8.8/12", "192.168.0.8/
16")

STATS destcount = COUNT(destination.ip) by user.name, host.name

ENRICH ldap_lookup_new ON user.name

WHERE group.name IS NOT NULL

EVAL follow_up = CASE(

destcount >= 108, "true"
"false")

SORT destcount desc

| KEEP destcount, host.name, user.name, group.name, follow_up

B L — L Z#ES|QLTEZE L.
RRRENE A 76 RO

@timestamp detected Run query ¥ + Enter

4 hits C Reset search

= Columns ¢ Sort fields
destcount host.name user.name group.name follow_up

213 omm-win-detect Administrator local_admins true

127 omm-win-detect SYSTEM system_users true

98 omm-win-prevent SYSTEM system_users false

omm-win-prevent Administrator local_admins false




) Search

from kibana_sample_data_ecommerce
| where products.base_price >15 and geoip.city_name =="New York"
3 | stats avgbaseprice = avg(products.base_price) by category, day_of_week

i @timestamp not detected Run query # + Enter

= Columns I Sortfields

avgbaseprice category day_of_week
ElasticsearchiZfRiF STV D BV R A S

60 Women's Clothing Monday
5‘: — 57 O)éj\j:ﬁ% %) ) k qz“i_-%&:o 60.833333333333336 Women's Clothing Tuesday

33 Men's Clothing Wednesday
Women's Clothing Thursday

Elasticsearch®APIT & ES|QL THi &, —

Women's Clothing Wednesday
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R You 4

Visualize the average memory usage of my kubernetes pods using lens, data is in metrics* and mapped to ECS

Kubernetes® X & U O

e Show 4 events _ . — 7L — L — %
IO Fs 2 ANZHE R
= Elastic Assistant requested the function visualize_guery 4]

To visualize the average memory usage of your Kubernetes pods, you can use the following ES|QL query. This query assumes

I ° that the memory usage is recorded in a field that follows the Elastic Common Schema (ECS):

FROM metrics-+*
| WHERE kubernetes.pod.name IS NOT NULL

| STATS avg_memory_usage = AVG(kubernetes.pod.memory.usage.node.pct) BY kubernetes.pod.name

| SORT avg_memory_usage DESC
é 3 Sl
[ Display results ® Visualize this query E S Q L AI z) 2 IEI /AI%

This query will group the memory usage data by the pod name and calculate the average memory usage percentage for each
pod. The results will be sorted in descending order of average memory usage.
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Was this = Elastic Assistant executed the function visualize_query

avg_memory_usage

kubernetes.pod.name
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How to write ESQL to get unique count of clientip ?

Show 6 events ES|Q|—T\ :L:\_—y 7):7 Tj:/ I\ (j)

S
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Al D J !
Elastic Assistant
To get the unique count of clientip , you can use the COUNT_DISTINCT function in ES|QL. Here is an example query:
FROM <index>
| STATS unique_clientip = COUNT_DISTINCT(clientip)
- f A WS
Y IE' PANE
> Display results @ Visualize this query ES | Q I—{@U I AI Z) =
Please replace <index> with the actual index name where your data is stored. This query will return the unique count of
clientip across the entire index.
Was this helpful? &) Yes 9 No 4. Regenerate
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!pip install -q elasticsearch==8.14 pandas

from elasticsearch import Elasticsearch
from elasticsearch.helpers import bulk
from getpass import getpass # standard library module for secure credential input

# https://www.elastic.co/search-labs/tutorials/install-elasticsearch/elastic-cloud#fi
ELASTIC_CLOUD_ID = getpass("Elastic Cloud ID: ")

# https://www.elastic.co/search-labs/tutorials/install-elasticsearch/elastic-cloud#cr
ELASTIC_API_KEY = getpass("Elastic API Key: ")

# Create the client instance

client = Elasticsearch(
cloud_id=ELASTIC_CLOUD_ID,
api_key=ELASTIC_API_KEY

D)

Elastic Cloud ID:
Elastic API Key:

=

from io import StringI0
import pandas as pd

query = 'FROM kibana_sample_data_flights | WHERE DestCityName == ? | LIMIT 3'
response = client.esql.query(

query=query,

format="csv",

paramss=["Sydney"]
)
df = pd.read_csv(StringIO(response.body), parse_dates=['timestamp'])
display(df)

AvgTicketPrice Cancelled Carrier

Sydney
Kingsford
Smith SYD
International
Airport

Kibana

0  841.265625 False Airlines

Sydney
Kingsford
Smith SYD
International
Airport

Kibana

1 355.668701 False Ailies

Sydney
Kingsford
Smith SYD
International
Airport

Kibana

2 750.148254 False Airlines

3 rows x 27 columns

Dest DestAirportlD DestCityName DestCountry

POINT
AU (151.177002
-33.94609833)

POINT
AU (151.177002
-33.94609833)

POINT
AU (151.177002
-33.94609833)

DestlLocation DestRegion DestWeather

SE-BD Rain
SE-BD Rain

5 Damaging
SEEL Wind

] .
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1index: 2,708,746 docs (182 MB) ... 580 CU A N T % T
1index: 81,463,624 docs (24.4 GB) ... 997 CU X N T 5T
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